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1. BNFESR
[ SSO/Basis BIEGRIFHAIALUTEE:

icE A
client id BT ANA ID, RNEAERMIFEY app_id

client secret ARSI IR, LR T RN

tenant SHEiBkiEAEN cowarobot

callback url BIMEEEEE, $130 https://mall.example.com/sso/callback
SSO URL SSO BERTutit, a0 https://sso.softtest.cowarobot.com
BACKEND API Basis SSO fgimithit, 40 https://internal.softtest.cowarobot.com

callback url &7iREIEIS, BN H&. BOMBRESATE—H. £=HFREFER HTTPS;
client secret RBIFBFENZABERFINERIRS .
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[Ex b BRI SSO EFMN Basis SSO 5

IR RIFTIE -
. RER BEsso
/login?app_id=...&app_|url=...&state=... ‘
TAKSHFNER -~
BEVERAZR—IRIERRES
B BBk callback_url?sso_tode=...&state=...
TSR ik El i sttt -
F sso_cade 2 access_token ~
< access_token. |refresh_token. expires_in
FH access| token SREYAFEE R
SR | A ]
s, BEERIE
P4 S PEIRARSS U SSO BRN Basis SSO [5if

BRI RETHEGE . ERHRT state . WEERBEEMUL, EARSIHA sso_code MWLM, EiL
B ECHRIE,

3. SCIP

3.1 Bk¥%E Sso
BRFAREZRY, WHsBkiEs:

{SSO_URL}/login?app_id={client id}&app_url={encodeURIComponent(callback url)}&state={state}
Tl

https://sso.softtest.cowarobot.com/login?app id=
<client id>&app url=https%3A%2F%2Fmall.example.com%2Fsso%2Fcallback&state=<random value>

app url #ICREBRETERE, FeeEZREHABFEANNBEIIL, SRAEREBEFERN HEL2HEA
WEMME state , f7%FF sessionStorage HRFBiH=IE;, state FEBEAFERE. SHEIBE
Hoik,

3.2 #FIRE1AE



BRUE, SSO =[olBk:

https://mall.example.com/sso/callback?sso code=<one time code>&state=<random value>

CIEA B MMERLE state | EMAEFEE. SERERFENERES—H, HEBEISIIEMMBR, &
kK. TR EFEAREFELEERHILAFRERAL. REEBEDRE, MEERHRSIHA sso code ENS
k2, E— sso code REEFER—X, KMEAEERRFE—IRINED,

3.3 ARSSURIREN L h&

POST {BACKEND API}/api/vl/basis/sso/access token
Content-Type: application/json

{
“client id": "<client id>",
"client secret": "<server only secret>",
"code": "<sso code>",
"grant_type": "authorization code",
"tenant": "cowarobot"
}
AR :
{
"code": 200,
"data": {
"access _token": "<access_ token>",
"refresh token": "<refresh token>",
"expires in": "7200"
}
}

BN ERIE HTTP RS, SRS data.access token ., MRNIME code: 200 RIS
19; EASEHEM sso code BRI, —HEREEEM,

34 RAFER

MERS RN, FRERARSS SR A -

{BACKEND API}/api/vl/basis/sso/user_info?access token={access token}

access token /3 SSO MAMIHRISHE, HAHEMRSHEE, AEFTRENERHIERIIBEE. &
mpAEIENER

interface UserInfoResponse {
code: number;
data: {



account: string;
email: string;
id: number;
job_title: string;
key: string;
phone: string;
status: string;
tntkey: string;
user name: string;
e
msg: string;

}

EIMNVARIEI SIS data.key , data.key RRFPHERIREMRIR; account . user name.
email . phone. job title. status. tntkey 5 key AIiREHISEERFTHETR. FEN
RUBHFISRIEBEXR.
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EEHER . SHRAREEERRSHZIEEFME, NRSEIREENZIE ID. ERMINEER 303 BEE
A E X F I E Tl

WRIMEZRHAIIB LSRN Cookie, EINGE:
HttpOnly; Secure; SameSite=Lax; Path=/

Cookie BHARRKTF expires in., AE access token. refresh token 3
client secret HNA localStorage. sessionStorage. URL T¢I 2§RIi% Cookie,
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mE BAER
RPR4E £/ user info R[EIM data.key BEKAHRALIKS, FTrERRURA. FHSHKSITE

BPES BiRft /api/vl/basis/sso/user_info ; EIMARSIHA SSO MAM access_token FREX

L hERIHT Haik refresh token BYIERFER. HRIMAMRHAN /G, HEHARSSHII
BRHER EVBREREAMRIE;, 2RBREISHEBHFL Basis IETEONE

state Bf  HEIBSXEFLERSMHIE]ERE; SSO £FRFOE, HIRERSERITEHR—IMERLE, BFRhHE
Al HR CSRF
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O BFEMiLAMEF callback url , HEUSEEZA client_id / client_secreto,
O RERHRERZRIFDIERN, sEEMBKEES] SSO.

O WSER. FNEREECIBEH, HRMEF—XYE sso code 5RIA state,

O [EE state fRK. F—HHESFLHAN, HHELRSEHERERER.

O EEARSSineEIREY access token , HREBRBMKIFTKRMETwAIEFEAE client secret,
O EiARSURAEA access token JAHE user info, #FLL data.key SERAEP4E,

O RFIEHEERSESR, THIAREIHEREMER, LB,

O RHEIHSIEARBEA LRI 1R iko

O BERRNCRENE. B, HR<ShE. RIFSEEFNS EBURBEX.
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n& REHE

El@A#R/L sso code callback url BRHEIEMREIC, BRHEMUIERTTERD

RS h#IR[E] 401 client id. client secret. tenant. Bt 2RLE; BNBESTEMFE
FAskid HA

SRR IEREI{IFRE  Cookie B9 Secure / SameSite /IHBIGE, UNEHRS HSIEREZSIE
F

TERTAFER & access token BEE, LUK user info YIRS data.key BF
IEFR[E]



